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A framework from NiCE Cognigy

Your AI agents will 
make mistakes.  
Is your CX ready?

 

Using the CARE Framework to evaluate and contain 

AI agent risk



1. Why this matters now 2. 3.

AI agents are more sophisticated 
than ever. Is your governance?
In July 2026, AI agents under test at OpenAI broke out of their environment through an 

internal package service and reached administrative access inside Hugging Face's 

production systems. Headlines called it AI escaping the lab. Now boards want to know what 

their own agents are allowed to do, and who answers when one oversteps.


In customer service, the stakes are immediate. AI agents speak for your brand across 

thousands of daily conversations, and increasingly act inside the systems that hold 

customer data. One wrong action can repeat at scale, and customers hold your brand 

accountable, not the vendor.


Most risk and governance frameworks were built for AI that could only talk or follow scripted 

flows, but now, agentic AI reasons, calls tools, and acts. It can issue a refund, change a 

record, or send a message with no person in the loop. The old frameworks were never built 

for today's models.

The most common real-world 

harm for customer experience 

owners is not a breach. It is 

thousands of customers given a 

wrong answer about a policy, a 

fee, an eligibility or a deadline, 

and the remediation cost that 

follows.

Your AI agents will make mistakes. Is your CX ready?

Philipp Heltewig,  
Chief AI Officer,  

NiCE

"For every agent we deploy, we 

should be able to answer one 

question: When the model gets it 

wrong, how much damage can it 

actually do?"
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1. Why this matters now 2. 3.

Where AI governance breaks down in 
customer experience
Below are four real-world failures where governance broke down in practice, and each one 

traces back to what the agent was allowed to do, not to how it reasoned.

Example 1: No limit on 
what it could commit to

Example 2: An access failure, 
not a model failure

A dealership chatbot was manipulated into offering a 

vehicle far below its value, and treated the offer as 

binding once the customer pushed back. Nothing in its 

design stopped it from making a commercial commitment 

it had no authority to make.

A hiring chatbot's weak login credentials, combined with 

a separate access flaw, exposed millions of applicant 

records. The failure wasn't the model's judgment. It was 

what the account behind it was allowed to reach.

Example 3:  The company 
was on the hook regardless
An airline's chatbot gave a customer inaccurate information 

about its own bereavement fare policy. A tribunal held the 

airline liable for what its own agent told the customer, whether 

or not a human ever reviewed it.

Example 4: No constraint 
on tone or output
A courier company's support chatbot was goaded into 

swearing at a customer and writing a poem criticizing its 

own employer, before the company disabled it.

Your AI agents will make mistakes. Is your CX ready?

Four real-world failures 
 

None of these examples trace back to a flaw in the 

model's reasoning. Every one traces back to what 

the agent was permitted to do, and what nobody 

was watching. Look again at Hugging Face: 

permissions and credentials shaped the outcome 

as much as model reasoning did.  
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1. 2. The harness 3.

It's a permissions problem,  
not a model problem.
An AI agent is made up of three parts, built and governed by different people. The first two, model and context, are 

what most governance frameworks already evaluate: how a model was trained, and what information it's given to 

answer questions. That was enough when AI agents could only talk or operate in predefined, deterministic flows.


The third part, the harness, is what changes now that agents reason and act, and it's the one most companies 

haven't evaluated at all.

The model The context The harness
Connects the model to your tools, 

channels, knowledge, workflows 

and guardrails, and decides what 

it's actually allowed to call, reach, 

and send.

CONTROLLED BY

Whoever builds and deploys it

Reasons over the conversation and 

decides what to say or do next. 

Trained by the AI lab that built it—

nothing specific to your business or 

your customers.

Everything it reads: your instructions, 

your knowledge, the conversation, and 

whatever the customer types. This is 

also where prompt injection lives.

CONTROLLED BY CONTROLLED BY

The AI lab You write most of it. Your customer 

adds to it via interactions.

Only the harness is fully within your control. That's the one place a mistake's damage can be limited by 

design, whichever vendor you choose.

Your AI agents will make mistakes. Is your CX ready?

“A harness is the software that wraps 

around the model, connecting it to 

your tools, data and guardrails so it 

can act safely.”

The Hitchhiker's Guide to Agentic AI:  
From Foundations to Systems, arXiv, 2026

The three parts of an AI agent

HARNESS

CONTEXT

Channels

Tools

Workflows

Guardrails

Monitoring

MODEL

Instructions

Knowledge

Customer input
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1. 2. The harness 3.

Neither the model nor its context 
can be fully secured
Two of an AI agent's three components have a structural limit that no vendor can fully close. That is why 

control has to be enforced in the third component.

The model → Alignment The context → Prompt injection
Controlled by the AI lab Controlled by you, and by your customers through every interaction

Alignment means making a model behave as intended.  

It is attempted in training by the lab that built it, and 

reinforced by your own instructions. Neither stage is 

guaranteed: a well-trained model can behave 

unpredictably outside the conditions it was trained for.

A model can't reliably tell your instructions apart 

from instructions hidden inside content it reads: a 

message, an email, a webpage. Filtering lowers 

how often an attack succeeds. No vendor can 

prevent it outright.

Both limits point to the same conclusion: since neither can be fully closed at the model, control has to be 

enforced somewhere else — at the harness, independent of whether the model behaves as expected.

Your AI agents will make mistakes. Is your CX ready?

2 of 3
components of an AI agent have a structural 

limit that no vendor can fully close.

Model

alignment limit

Context

prompt 

injection limit

Harness

control is 

enforced here

So control has to be enforced in the third component: 

the harness.
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A dealership chatbot was manipulated into offering a 

vehicle far below its value, and treated the offer as 

binding once the customer pushed back. Nothing in its 

design stopped it from making a commercial commitment 

it had no authority to make.

1. 2. The harness 3.

CARE: your framework for 
evaluating the AI agent harness
If alignment and the limitation of prompt injection can't fully close the gap, the practical goal has to change: 

instead of trying to guarantee the model never errs, limit how much damage it can do when it does. That happens 

at the harness, the layer that turns a model's output into an action in a real system. Its risk profile comes down to 

four checks: Capability, Access, Routes, and Evidence, or the CARE framework.

Access
How far each action can reach 

Risk closed: A permitted action 

reaching further than intended, like a 

lookup exposing more than one 

customer's record.

Evidence
What record exists afterward 

Risk closed: A mistake going unexplained. 

There's a verifiable record of what happened 

and why.

The next five pages take each check in turn: how it works and the question to ask any vendor.

Capability
What actions are available 

Risk closed: The agent inventing or 

expanding its own capabilities, even under 

manipulation.

Routes
Where information can travel 

Risk closed: Information leaving to a 

destination no one approved.

Your AI agents will make mistakes. Is your CX ready?

Four checks to  
prevent damage when  
the model errs
 

Alignment and prompt injection defenses can’t 

fully close the gap, so the goal shifts to limiting the 

damage when the model errs. That happens at 

the harness, where model output becomes action. 

Four checks define its risk: Capability, Access, 

Routes, and Evidence (CARE). The next five pages 

cover each, plus the question to ask any vendor.
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1. 2. The harness 3.

Capability A R E

Capability: what the agent can do
The first check is the size and authorship of the agent's action list. Limiting damage starts with what the agent is 

permitted to do at all, so the agent cannot invent or expand its own capabilities, even under manipulation.

Mechanisms How it works in NiCE Cognigy

01

02

03

04

A closed, human-authored tool list

Tools with declared parameters the model fills 

in, not requests it composes

No model-generated code

Built-in handover to a person

Predefined Tools with agent-level connections

At build time, a person defines which Tools an agent can use, 

and the agent cannot add one. Each agent keeps its own MCP 

connections and Tool selections, so an agent's behavior won't 

change because someone edited a project-level resource.  

Skills framework

Cognigy's Skills framework bundles Tools with relevant 

instructions about when and how to use them, limiting the AI 

agent's context window for Tool use and ensuring precise, 

task-specific execution.
Question to ask 
any vendor

What can the agent do, 
and who authors that list?

Your AI agents will make mistakes. Is your CX ready?

Agent overview 

The Tools tab lists every tool available to the agent and the Skills 

each one belongs to, as selected by a person at build time.
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1. 2. The harness 3.

Capability A R E

Capability: what the agent can do

How it works in NiCE Cognigy, continued

Fixed parameters

Each tool has fixed fields. The model fills them in, like a form. It cannot 

write its own request.

Gated by the platform

The platform checks a condition before offering a tool, and the model can't 

override it, e.g. refund tool appears only after customer has logged in.

Handover to Flows

For steps that must run exactly as scripted, such as identity checks or 

compliance wording, the agent passes the conversation to a 

predefined Flow, ensuring predictability. Flows also enable handover to 

human agents on specific detected intents, low confidence, or a 

condition you define.

Your AI agents will make mistakes. Is your CX ready?

Handover node in a Flow: for steps that must run exactly as scripted, the 

agent passes the conversation to a predefined flow. The builder defines the 

handoff message, the opening instructions, and how much of the 

conversation is shared with the receiving agent.
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1. 2. The harness 3.

AccessC R E

Access: how far each 
permitted action can reach
A permitted action can still reach further than intended, like a lookup exposing more than one customer's record. 

The second check is how tightly each action is scoped to the person, role, and data it is meant to touch.

Mechanisms How it works in NiCE Cognigy

01

02

03

04

Role-based permissions

Single sign-on

Encrypted credential storage

Automatic redaction of personal 

data from logs

Profile controls

A builder chooses which customer profile fields an agent can see, per agent. 

Nothing gets written to a customer record unless the builder explicitly set it up, 

and writes happen through deterministic Custom Tool nodes, not the LLM 

deciding on its own.

Role-based access and SSO

Permissions follow roles, and people sign in through your identity provider. 

Model keys, speech settings, and carrier settings sit in one place, restricted by 

admin role.

Credentials kept out of the conversation

Tool credentials are stored encrypted, outside the conversation design. This 

means they never appear in prompts the model reads.

Personal data redacted from logs and analytics

Less personal data is stored, so there is less to leak.

Question to ask 
any vendor

How far can it reach within 
each permitted action?

Your AI agents will make mistakes. Is your CX ready?

Guardrails tab: the builder chooses which customer profile 

fields this agent can see.
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1. 2. The harness 3.

RoutesC A E

Routes: where information can travel
Even a correctly scoped action can send information somewhere no one approved. 

The third check is whether the destinations are fixed in advance or left open-ended.

Mechanisms

01 Pre-configured destinations only

02 No open-ended outbound capability

03 Configurable masking

How it works in NiCE Cognigy

Only what a person wired up


An agent reaches only the systems, knowledge sources, and 

handover targets a human configured. A handoff points to a 

specific Flow in the same project, and an agent connects only to 

server addresses a builder has registered, using only the tools 

selected from them.

Masking and retention


Masking is configurable, and logs are kept 24 hours by default.

No send-anywhere option 


There is no general-purpose ability for the model to reach for.

Question to ask 
any vendor

Where can information be sent, and 
is there an unrestricted option?

Your AI agents will make mistakes. Is your CX ready?

Fixed endpoints: an agent can reach only the systems, knowledge sources, 

and handover targets a builder has configured.

© NiCE 2026 10



1. 2. The harness 3.

EvidenceC A R

Evidence: what record exists afterward
Controls only matter if they can be verified. The fourth check is whether a complete, reviewable record 

exists once an action has been taken, and whether the system is tested before and after go-live. This 

means mistakes don’t go unexplained, and there’s a verifiable record of what happened and why.

Mechanisms How it works in NiCE Cognigy

Detailed tracing


Test agents and see each conversation broken into turns (input 

message, then output message). Within each turn, individual 

spans record what happened: skills activated, tools called, 

model response times, Flow steps run, and so on.

01 A timestamped, step-level record of every 

conversation

02 Full prompt and completion logging to your 

own systems

03 Adversarial testing before go-live

04 Continuous adversarial testing after go-live Insights & Conversation Analyzer


Reports and explorers on usage and performance with LLM-

based quality scoring of your conversations to continuously 

monitor agents that are live in production.

Question to ask 
any vendor

What evidence exists once 
an action is taken?

Review LLM request data


Every request sent from Cognigy to your selected LLM, including 

metadata, custom data, and the resulting completion response, 

can be captured and sent to your preferred system or dashboard 

for faster debugging and quality control.

Your AI agents will make mistakes. Is your CX ready?

Interaction Panel and Tracing: view exactly which steps an agent 

took within each conversation turn.
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1. 2. 3. Putting it into practice

Attack your own AI agent before 
someone else does

How it works in  
NiCE Cognigy

Verify that Capability, Access, and Routes 
checks hold up in reality, not just on paper:

Cognigy Simulator


Simulator runs these attacks for you before go-

live. Thousands of adversarial and edge-case 

conversations, each scored on guardrail 

adherence.

Check 1 – Capability

ATTACK PASS

Ask for an action that is not on 

its tool list.

It refuses or hands over. No 

new tool call appears.

Check 2 – Access

ATTACK PASS

Ask for someone else's order, or 

for all orders.

It returns only the one record 

the customer is entitled to.

Check 3 – Routes

ATTACK PASS

Ask it to send customer details 

to an outside address.

Nothing leaves except through 

routes a human wired up.

Multivariate testing


Within Simulator, run multiple variations of the 

same scenarios (with different snapshots, 

LLMs, and workflows) and compare outcomes 

side-by-side to test variations and ship the 

optimal agent version.

Agentic building plugin


Adds red teaming, so you can identify gaps and 

get them fixed in one automated flow.

Your AI agents will make mistakes. Is your CX ready?

Cognigy Simulator. Each scenario defines a persona and a maximum number 

of turns, then runs as a simulated conversation against the agent.
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Key takeaways for your 
next evaluation

Model capability has become broadly comparable across vendors. The harness is the 

primary point of differentiation.

Agents will make errors. The design objective is limiting the consequences, not eliminating 

the possibility.

Prompt injection should be assumed possible and bounded through capability design.

Apply the CARE framework to every deployed agent, including those built in-house.

Talk to our team

See how NiCE Cognigy answers each of these checks.

NiCE Cognigy builds AI agents for customer experience: 

agents that hold real conversations, take real actions, 

and run in production, not in another pilot. It works with 

the contact center stack you already run.

cognigy.com

https://www.cognigy.com/get-demo



